e-safety

Are you internet smart?
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THE POWER OF TECHNOLOGY

* Improves teaching and learning

 Allows us to access material when and where we like
* Can be used to create amazing things

* Needs to be used responsibly
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Cyber-bullying

What it is:

Use of the Internet and related
technology to harm others

What to look for:

e Texts or emails that you find
hurtful

* Posts on social networking sites
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Cyber-bullying

What to do:

* Bullying of any kind is not
tolerated at Thomas Telford
School

* Do not reply to bullying messages

* Always report bullying
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Online grooming

What it is:

Using the internet to
manipulate and gain trust as a
first step towards abuse

Always be alert to cyber
strangers — they are not always
easy to spot
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Online grooming

What to look for:
 Messages from strangers
* Friends of friends

* [nvitations to meet

What to do:

* Only talk online with people
you know in real life

* |f suspicious, report it
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‘Sexting’
What it is:

Sexting is when someone sends
or receives a sexually explicit
text, image or video on their
mobile phone, usually in a text
message.
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. Boy, 14, added to police database after
thegual‘dlan sexting female classmate naked image

3 September 2015

Boy’'s file will remain active for at least 10 years after he sent a naked image of
himself to a classmate who shared it with others
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‘Sexting’

What to do:

* Never send revealing pictures
of yourself to anyone

* |f you receive images, report it
immediately

* If you lose control of an image,
report it immediately
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Think you know?

Over haif of children and young

people accept online bullying
as part of everyday life

(Source: http://staffordshirecares.info/steup)
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Would you put th|s on
walls around Telford or
Wolverhampton?
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Thomas Telford School Online Security & Safety

* Multiple Levels of Protection

* Content Filtering — Sophos Web Appliance
Prevents access to inappropriate websites and content

* Screen Monitor / Capture Software — Impero
Live screen show of screens around school plus screen
capture of any inappropriate usage
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Thomas Telford School Online Security & Safety
*Content Filtering — Sophos Web Appliance
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and blocking of
inappropriate

i ITY TH PERATI
websites QUALITY THROUGH COOPERATION

° Blocked request: policy violation

Reason: Personals and Dating sites are blocked
Site: hitp://'www facebook.com/

Access to this website is restricted by Thomas Telford School's internet access policy

For more information contact the Help Desk on ext 222

Return to previous page
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Thomas Telford School Online Security & Safety
*Content Filtering — Sophos Web Appliance

Sophos Management Appliance
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Thomas Telford School Online Security & Safety

Live Screen Monitoring and Capture —
Impero
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Real-time ..E.ﬁ.g I'
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,l Thomas Telford School
e / QUALITY THROUGH COOPERATION

I




Thomas Telford School Online Security & Safety

Windows Essentials: Other Programs

e Parental Control for the home PC? g

*  Windows Family Safety by Microsoft (Free) m'_‘,_
« Cyber Sentinel ZTomr

* Norton Online Family _
A rt
kezn;iig ;Vaafs; lu‘f:nline!

e Cyber Patrol
* AVG Family Safety

b Sign up now for Free 4

CyberPatrol Parental Controls 77
The Most Trusted Name in Parental Contrals

T,

— Block P 3
{ L $399s
A e

For Home For Business For Mobile Company Support @J

Want to see it in action?

Mows for Mac lisars Brodiunt Easturac Mnhile Manitaring Anps. Online Family Premier-

v Keep your children protected online

Fam
Safe{s,vsr

Maore options
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3 Golden Rules

 The internet is open to everyone — use it responsibly
— If you are not 100% sure, don’t do it

* Information is valuable — don’t give it away!
— Keep your private information off the net

* If you wouldn’t do it in real life — don’t do it online!
— Enjoy the internet and be a smart user
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Homework

e Search for yourself (n‘ »

~cd
e Clean up )/\N’

* Be secure

TN

@%) Thomas Telford School
"jﬁ QUALITY THROUGH COOPERATION
—




-3

-
o Resources Shop Blog  Contactus My Account

L. Childnet | er——— Parens ana Carers. P o o Suppon Us

International

What do | need to know?
Welcome parents and carers! In this section you will find all the information you Nt
need to keep your child safe online. If you were looking for Know |T All for
Parents, you have come to the right place.

Hat topics

Gloseary
Whether you're puzzled by parental conirols o woukd ike 1o know more aboul gaming, this section can heip,

We all know thal il can sometimes be challenging to keep up to speed with what children and young people are

doing online Luckily on this site you'llfind a whole host of usaful ways 1o keep your child safe

Hot topics...

Parental controls
Gaming

Welcome to CEOP's thinkuknow website

Watch the Come in to find the latest information on the sites you like to visit, mobiles and

Porents® il new technology. Find out what's good, what's not and what you can do about it. f you look after young

Corers® people there's an area for you too — with resources you can use in the classroom, at home o just to get

CGuide to the with it. Most impartantly, there's also a place which anyone can use to report if they feel uncomfortable or

Internet - worried about someane they are chatting to enline. All the informatian here is brought ta you by the team
at the Child Exploitation and Online Protection (CEOP) Centre. We hope you like !

from 7 Fabeuony 012

Do fou Ve 2 P8l e A P is.naw on Facebaok
Facebook profile? r profile now
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www.childnet.com/parents-and-carers

www.thinkuknow.co.uk




